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Abstract

The Year 2000 (Y2K) problem has beenidertified asa potetial glitch in exsting conputer databass, software
applicatiors, ard hardware chips that coud cawe the disuption of, or conpletely sop conputer operatios. This fact sheet
discusses how the Y 2K problem coud affect the Oil Rogram EPA’s requremerts for Y2K conmpliance, aml what the Oil

Progamis curently doing abou Y2K.

What is the Y2K Problem?

The Year 2000 (Y2K) problerar “millennium bug” is the
result of cost-and spacesavng conputer proganming

practices that orignated wen memory space ath systens
were at a prenium. In an effort to sae space \wen
developing software ard microchips progammers often

usal a wo-digit dat code (e.g 99) raber thanfour digits
(e.g, 1999). Use ofthe wo-digit coding system has created

the potetial for conputers aml microchips to mstaleny

interpret a two-digit dat code of“00" asthe year 1900
rather than 2000. This may catse the conputer, devce, or
systemto shut down or behave unpredictably or erratically.

There are irgeneral two types ofaffected sgtens:

. Information Techndogy (IT) - complex hardware
ard sotware conputer systens, arl
. Embedded ©ntrols - simple microprocesors

(microchips) with hard-coded progamming.

Y 2K malfunctions caild result in najor disrugions in
business @erations, make emergency response more
difficult, or ewen pose theats to bman health or the
environment.

How Could Y2K Affect the Oil
Industry?

and Gas

Oil and gas industries across thU.S. are dyject to YX

vulnerahilities both within their ovn operations and
organizatiors, ard systens ouside of their immediate
control. Internal Y2K corcerrs for the oil ard gas industry
include conputer herdware ard sotware, ar also sgtens
such as automated controls that nanage pimps, natural gag

compressors, sllheads, ad air conpressors. e steps b
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the il delvery proces, including prodiction, procesing,
refining, ard storag, otenuse conputerized or erhedded
electronic cortrols. These cotrols are mmerots,
widespread, ath have the potetial to be afected byY2K
and other associated datedkxtermal corsideratiors for oil
ard gas industries irtlude the Y2K readimss of their
suppliers d raw materials, telecomunicatians, water, and
electricity.  Disruptions in links to these external
organizations rmay nat only cause keaks in d and gas
service, bu codd potetially cawse harm to humanhealth or
the environment.

What are EPA’s Y2K Requirements?

EPA requires avners andoperatas d all facilities which
handle hazardog sibstartes, irtluding oil ard gas facilities,
to take necessarysters to prevert ard mitigate acciéntal
releagsunder tre Gerral Duty Clause of the AeanAir Act
(CAA Secion 112(4)(1)). Thisincludes releases caused by
Y2K failures. Additionally, EPA’s Risk Manageent
Program (RMP) Rules (CAA Section112(r)(7)) regrding
consideration of alterrative release scamios ircludes
releases relatetb Y2K problens (e.g., Ies d utilities,
interrugion of raw material ddivery, or falure of
monitoring eguipment).

To assisfacilities in peparing for Y2K, EPA has @veloped
an enbrcement wlicy to encairage &cilities b test systems
and equpmert for Y2K problens which might adwersely
affect ewironmertal conpliance. Under the policy
(published on the Internet at www.epa.gov/year2000), EPA
stated its intert to waive 100 percenof the civil peralties
that might otherwise apply ard to recormend agninst
criminal prosecutian, for envirommental vidations caused
during specifc tests tht are desiged to idenify ard
eliminateY2K-relatedmalfundions. The policy also states
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that the cwil penaty waiver and ecommendabn agangt
criminal prosecttion are limitedto testirg-relatedviolations
disdosdl to EPA by Febwary 1, 2000, and ar subjectto
certain condtions such asthe needd desgn and conduct
the tegs well in advance ofhe daksin quesion, he need
to conductthe tests for the ortest posible perod oftime
necesary, the need to coect any teting-related violations
immediately, and otheronditionsto ensure that protection
of human hedh and he envionmentis notcompomised.

Oil and Gas Industry Progress with Y2K
Issues

Oil and gas industries have been teking the Y2K problem

very seriausly. Extensive dbrts cotinue within the
industry to eliminate YX errors that nay result in either
harmful and costly ail spills or prevention of delivery of

product to consuners. Severa trade organizations hae

corducted a series ofsuveys to cquge the oil ard gas

industry s performance. The results bthe latest survein

January 1999, can be viewed on the Internet at
http://www.api.org/ecit/y 2k/. The surveyincludedresporses

from 1,000 ol ard gas conpanies. The following chart
shows the percenof conpanessurveyed who reported to &
in each of five readiress phses dér their information

technology systems, embedded cotnol systens, ard supply

chain systens.

Y2K Readiness in the Oil and Gas Industry
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Source: American Petroleum Institute, January 1999 Y2K
Readiness Survey

How is EPA’s Qil Program Preparing for Y2K?

EPA’s Emergency Response Program, including the Qil
Program, is addressig Y2K isswes an readiress fom
several directions induding:

. Working with the al and gas indstry and
cdlecting information on its Y2K efforts;
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. Ensuring EPA’s Emergency Response Program is
Y2K compliant; and
. Preparing for increasednergencyactivities.

To sene these pwoses, ER’'s Energency Resporse
Program has formed a Y2K Wérkgroup that includes
regional personnd and members d the Environmental
Response Team, the Techndogy Innovation Office, the
Chemical Preparedess an Prevertion Office, anl the
Office ofRadiation ard Indoor Air.

To keepEPA informed of andinvolvedin Y2K issues in the
oil ard gas industry, membersof this workgroup coordinate
with the regonal EPA gaff memberregorsiblefor outreach
to the public regarding Y2K isstes. In some cases, ta
workgroup member is the oureachcoordirator. Members
attend puwlic ard private scor meeings ard bring
information back tothe workgroup. Additionally, the group
meetsto monitor the Emergency Response Program’s Y 2K
readness — poling and sharing inbrmation armong the
Regions and organizations, reporting on section stdus, and
developing guidarce. The goup is also working to build
communicatians wth local respnders in anticimtion of
potential wide scale erargencyactivity. Currently the
workgroup’s nonthly corfererce callsarebeirg coordireted
by EPAHeadqgarters.

Interrally, eachEPA regon is addressigits information
technology ard facility systenms with support fom
Headqgarters. Systens that coud potetially be afected
include: respomse eqipmert, communication equpmert,
field information techndogy, office egipment, hilding
systens (e.g., securitandHVAC), personnel availabity
ard ergineered sgtens at lazardos waste sites.

Similar to the dl and gas indstry, EPA’s Oil and
Emergency Resporse Progans may be sibjectto external

vulneralility . This includes systems beyond the immediate

control of EPA that have the potetial to efect energency

or renmedial reporse ard may pos a hrea to humen hedlth

or the ervironment. Because thee probems ae not always

obvious, step are ling taken tddentify andprioritize these
systems. Broad categrizatiors of these eterral factors
include pover deliwery, trarsportation conmmunication

supply chains, water, wastewater, HAZMAT, ard medical

functions. While these iteramay nat pose a direct threat to

the ervironmert, they coud represrt infrastructure failures

ard divert regorse reurces

Guidelines for Addressing Problems

Addressing YZX issues is a mitistep process ér any
organization. Documentation of the pocess, wich may
include writing regular progess repors andor managing an
inventay compliance ditabese, is inportant in ader to
maximize eficiercy ard eliminate redadancies. Preparing
for Y2K shauld include the bllowing step:

June 1999



1. Invenbry Equipmentand Sytems - All equipment
which is susyected to contain hadware, sdtware,
or enmbedded chips that cald be date sensitive
shauld be includedin the inventoy.

2. Assess Risks and Pioritize - Systens that are
critical to operations shald be identified and
prioritized accordigly versus other equpment
which may have less inpact if affected.

3. Evaluate and Test Sysems - Initially, contact
should be made with manufacturers in regards ©
their systenis or sofware’s conpliance. Sewral
prograns have beendeweloped b test conrputer
systens for Y2K conpliance. These diagostic
tools are gnerally used by techical experts.
Testing databeses nay require exanination of
customized programs andthe dita in the dtabese.
Equipment shald still be tested directly if
possible, een when given assuarces of
compliance bythe manufactuer.

4. Rectify,Remir, or Repace - Software upgrades or
patches may be available through themanufacturer
or online. Same equipment may be alde to be
manipulated manually or may need complete
replacenen.

5. Create Contingency Pans - Contingency plans
shoud be deeloped hat addres internal ard
externalvulneralilities. Issues taddress inclue
communications, resaurce needs, deployment, and
staffi ng.

Addressing Y2K Readiness

Assess Risks and Rectify, Repair,
Prioritize or Replace
Inventory Create
qur;rsrlgrr:sand Contingency Plan

Evaluate and
Test Systems

Orce ystens have beernteded aml correctedthey shoud be
reevaluatedto ensure copliance. Additionally, measures
should be talen to ersure that corrected stens are ot
recontaminated through instdlation of new, potentially non-
compliant hadware or sdtware. The inventory shaild be
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maintained and updated as newinformation is availabe
either through themanufacturer or testing.

Critical Y2K Dates

BeddesJanary 1, 2000, lhere are averal other dates which
could be probkématic for conputer or enbedded cip
systens. These dates shid be cosidered duing the
testing and planning ste@s d Y 2K readiness.

Critical Y2K Dates

Date Issue

June 1, 1999 Fiscal year $artin some

counltries

August 2, 1999 GPSrollover dake

9999 sed asan“end of file” or
“infinity” code

Septenber 9, 1999

October 1, 1999 U.S. Federalfiscal year 2000

start cte

January 1, 2000 Rollover halting or digupting

systens ard devces

February 29, 2000 | Systers may not recognize

leap year

First time the dae field uses
maximum length

October 10, 2000

Decenber 31, 2000| Some systerns may not
recogize he 366h dayof the

year

Informational Resources

Widegread corcern aboud Y2K problens has led many
organizations topublish information that can b helgful in
preparimg for Y2K. Y2K Information canbe bund onthese
websites:

EPA http://www.epa.gov/year2000/

Federal Energy Regulatoy Commisssia - Oil and Gas
Sector http://www.ferc.fed.us/y2k/index.html

EPA’s Office of Solid Waste aid Emergency Resporse
http://clu-in.org/y2k.htm

Occuptional Saéty andHealth Administratian
http://www.osha.gov/Y 2knews. pdf

National Institute 6 Standrds andTechndogy
http://www.nist.gov/y2k
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Presdert’s Council on Year 2000 http:/AMww.y2k.gov

Year 2000 Ifiormation Center
http://mww.year2000.com

U.S. Federal Goernment Gatevay for Y2K Information
Directories
http://www.itpolicy.gsa.gov/mks/yr20002khome.htm

Additional information can alsde obtainedby calling:
The Emergency Planningand Community Right-To-Know
Hotline: (800)4249346 or (703)413810

TDD (800)5537672, MF, 9 AM to 6 PM, ES

The Presdert’s Council on Year 2000 ©nversion free
information hotline: (800)USA4-Y2K
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